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Executive Summary 

 
EyeOTmonitor was developed to reduce downtime of IoT, smart city and physical security 
networks and allow users to easily monitor and manage systems they deploy.  By providing deep 
insight and analytics technologies, EyeOTmonitor allows systems integrators and administrators 
to proactively identify and troubleshoot complex problems in the IoT, smart city and physical 
security ecosystem as well as securely manage devices from the cloud interface.  Users have direct 
and secure access to multiple customer sites with a click of a button without need for VPN 
connectivity. 
 
Deep integration with numerous IoT, smart city and physical security vendors allows quick 
software deployment with no coding skill requirements.  EyeOTmonitor’s advanced mapping 
capabilities, including network topologies and geo-based mapping with state-of-the-art discovery 
features, allows graphical representation of customer’s real time infrastructure. 
 
This paper will focus on TCO incentives for systems integrators and end users using this 
application to proactively monitor and maintain remote IoT, smart city and physical security 
deployments.  We will examine how adding EyeOTmonitor into the upfront cost of the installation 
would offset the maintenance and operational costs and reduce the TCO.  We will also examine 
the benefits of installing EyeOTmonitor into existing (brown-field) environments.  While 
discussing multiple important features that EyeOTmonitor has to offer we also will focus on value 
it brings to manufacturers, systems integrators and end-users. 
 
Multiple reference studies and articles are mentioned as we carefully examine industry trends, 
common practices and statistical analysis around IoT, smart city, and physical security network 
monitoring and management.   
 
This document will continue to evolve and will be versioned as EyeOTmonitor adds new 
capabilities to its software stack and expands into new potential markets.  As such, please make 
sure that you download the latest document version from our website. 

Common Problems Plaguing IoT, Smart City and Physical Security 
Installations 

Fact #1: 31 out of 35 major US metro areas are seeing significant decline in ridership of buses and 
trains over the last year according to New York-based TransitCenter.  One of the biggest factors 
for this decline is maintenance issues with transportation that cause constant delays.  Increase of 
cars on the road is leading to the increase of congestion and carbon emissions.  (10 challenges that 
will define cities in 2019) 
  
Fact #2: Between 2011 and 2015, British Transport Police (BTP) conducted a survey on the 
effectiveness of their video surveillance network.  It was reported that the video was unavailable 
when requested due to CCTV system outages in 5,891 instances, spanning the course of five years.  
(The Value of CCTV Source Cameras as an Investigative Tool: An Empirical Analysis 2017). 
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Fact #3: Dallas, TX has over 400 cameras located around the city, of which only 80% are required 
to be functional at a given time.  (Major US City Satisfied With 20% Continuously Broken 
Cameras 2016) 
 
Fact #4: There had been 13 smart city cyberattacks between 2014 and 2019 in US alone that left 
widespread electrical outages, critical infrastructure downtime and emergency service 
interruptions.  (Report: Smart-city IoT isn’t smart enough yet 2019) 
 
Fact #5: The CCTV footage from the Parkland, FL school shooting was showing a 26-minute delay 
in ‘live’ video.  Police were preparing for a shootout while the gunman had already fled the scene.  
(Security footage from Florida school shooting was on 26-minute delay 2018) 
 
It is important to understand why these facts & statistics are common.  Implications of poorly 
performing video systems, transit systems and other city subsystems could result in losses beyond 
monetary value.  It is often believed that the root of most IoT, smart city and physical security 
system problems stem from common industry practices listed below: 
 

1. According to a report from Forrester Research, most IoT, Smart City or physical security 
system installations are performed by integrators that have no association with IT 
departments and don’t follow IT best practices, creating large attack surfaces for hackers. 
(Making Smart Cities Safe And Secure 2019)   
 
Most of these installations are standalone environments with dedicated infrastructure in 
place.  A poll conducted by IPVM.com showed that only 32% of video surveillance 
networks are converged, while 68% are dedicated.  (Dedicated Vs Converged IP Video 
Network Statistics 2017).  A converged network means that IoT, smart city and physical 
security traffic flows through the same network backbone as core IT traffic.  While this 
practice insures a certain level of security, since dedicated networks can’t easily be hacked, 
proactive monitoring of devices on dedicated networks is not common.  IT departments do 
not monitor these networks on regular basis.  Integrators provide some level of support but 
don’t have constant or consistent access.  These installations are delivered with a set-it-
forget-it approach where problems are recognized after it is too late. 

 
2. It is estimated that less than 1% of CCTV video is viewed by humans, and most video is 

viewed post specific event.  (Candid about Cameras – Human Analytics Vs. Video 
Analytics, 2014).  There are two primary reasons for this: 
 

a. There may be too many cameras to view in specific environments.  CCTV Room 
Operators can only monitor certain number of cameras at a given time.  Idea of 
having multiple personnel viewing all cameras in a business or organization may 
be cost prohibitive. 
 

b. Certain human rights governances make it difficult to view live camera streams.  
For example, EU’s new General Data Protection Regulation (GDPR) laws applies 
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very stringent requirements on operators for viewing live video.  In the United 
States, the American Civil Liberties Union (ACLU) lobbies over privacy 
regulations, influencing government agencies to comply with stringent rules over 
live video viewing as well. 

 
Since all video streams cannot be viewed in real time, due to the large number of 
cameras in operation, it makes it difficult to identify CCTV system failures.  
Predominantly, system issues are identified after the fact, when the user tries to 
view the video and realizes it cannot be retrieved.  

 
3. Environmental conditions pose certain risks in network installations as sensors and 

necessary equipment are attached to light poles or rooftops in remote locations. Issues with 
heat dissipation in confined spaces, equipment damage due to water leaks, and cold 
temperatures are all potential vulnerabilities.    Drawing dirty power increases the chances 
of brownouts or power spikes.  While wireless radios provide a quick and cost-efficient 
way to connect infrastructure, instability is often the price to pay as antenna alignment and 
RF problems haunt these sites on regular basis. 
 

4. Oftentimes the problems stem from improper network design or growth of these systems 
is not accounted for.  Storage which cannot support IO requirements, network switches 
with bandwidth limitations, flat networks that allow broadcasts to traverse across the entire 
network, are all reasons why these systems may be unstable.  Security vulnerabilities 
definitely fall into this category as well. 

 
5. Some devices just fail.  Every camera, environmental sensor, network switch or storage 

solution has a certain lifespan.  IPVM reported that on average surveillance systems last 
from 5 to 7 years. (Funding Surveillance Maintenance 2012) 

 
Understanding the above challenges is the key to develop better practices in deploying IoT, smart 
city and physicals security systems and understanding how EyeOTmonitor helps to mitigate 
unnecessary exposures. 

Key Features of EyeOTmonitor 

 
As-A-Service Model 
 
Bringing devices into other Remote Management and Monitoring (RMM) systems may be 
challenging and time consuming.  Our competitors focus primarily on servers and workstation 
machines, not necessarily the entire network including switches, routers, firewalls, Point-to-Point 
radios, video management systems, etc., allowing only basic device information such as vendor 
name and up/down status to be displayed. 
 
If network devices are supported by the software vendor and the users wish to monitor and 
maintain the devices via SNMP protocol, proper SNMP MIBs are required with correct object 
identifiers (OIDs).  For example, if a user wishes to monitor Cisco L3 switches, multiple MIBs are 
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required specifically from Cisco to identify CPU, Memory, VLANs, routes, etc. and the user will 
need to locate and add the MIBs into the application for discovery.  This is a lengthy and tedious 
process. 
 

EyeOTmonitor maintains up-to-date MIBs for multiple vendors in 
the cloud and provides correct outputs to the users.  This as-a-service 
model simplifies deployment and maintenance of different remote 
environments allowing integrators to focus on proper network and 

system deployments.  As an example, Figure 1.1 shows the VLAN and the speed of a Cisco switch 
interface as soon as the user brings the switch into EyeOTmonitor.  No SNMP MIB configurations 
were required by the user, though multiple MIBs are used to represent the data. 
 
 

 
 
 Figure 1.1 
 
Besides focusing on network protocols such SNMP, WMI and 
Onvif, EyeOTmonitor creates deep integrations with multiple IoT, 
smart city and physical security vendors including numerous video 
management systems using their APIs and other means to facilitate 
communication.  For example:  when a user clicks on a camera 
icon in EyeOTmonitor’s topology map the information about the 
camera will be displayed including the IP address, manufacturer and serial number.  The user will 
also be able to identify the VMS this camera is connected to, NVR it belongs to, and frame rate & 
video resolution it is recording at.  The user should have less focus on the means of extracting data 
from a vendor and more focus on delivering correct solution and providing efficient support. 
Figures 1.2 and 1.3 show multiple tabs of the same camera that is connected to a Milestone VMS 
recorder. 
 
 

“as-a-service model 
simplifies deployment” 

“Deep integrations with 
multiple IoT, smart city 
and physical security 
vendors” 
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 Figure 1.2            Figure 1.3 
 
Topology Maps 
 
EyeOTmonitor’s mapping capability is one of the first things that users notice.  It is this technology 
that separates the software from competition.  The ability to have a graphical representation of 
your network is key when troubleshooting and maintaining customer environments.  
EyeOTmonitor allows quick and easy creation of parent and child maps with drag-and-drop 
capabilities.  For example, when a device is dropped into a specific sub-map, it is visible on both 
parent and child maps.  This amazing visual network segmentation allows users to easily scale 
their networks with thousands of devices and quickly understand data flow.  Figure 1.4 shows a 
‘Core’ map with multiple ‘POP’ sub-maps.  Child maps can be opened and closed from the parent 
map to show contents of child maps without changing map views. 
 

 
 
Figure 1.4 
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Geographical Maps 
 
Geographical maps are critical when maintaining and monitoring IoT, smart city and physical 
security networks, as equipment  can be scattered all over cities, buildings etc.  EyeOTmonitor can 
quickly find assets in a geo-based map.  Devices with GPS integrations with EyeOTmonitor will 
automatically be displayed in proper locations once the coordinates are identified and can easily 
be tracked in real-time.  
 
Historically and even now Google Earth is an important application used for building out point-
to-point wireless deployments in cities.  It allows engineers to calculate distances between radios 
and show elevation points to make sure there is line of sight.  EyeOTmonitor supports distance 
measurements as well as earth elevation display capabilities among other important features.  Bad 
weather conditions may affect the signal levels of radios.  If a customer is experiencing intermittent 
network performance, it is important to consider weather as a factor.  
EyeOTmonitor will not only display weather conditions on a map but 
will take weather into account to analyze problems in the network. 
 

 
Figure 1.5 
 
Physical Maps 
 
Physical Maps allow users to build floor plans and add assets.  When supporting and maintaining 
networks, it is important to not only identify what assets are down but where they are located.  This 
would allow support staff to quickly dispatch engineers to proper locations. 
 

“quickly find assets 
in a geo-based map” 
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Figure 1.6 
 
Dashboards and KPIs 
 
EyeOTmonitor goes beyond providing status reports to its users. It allows users to build 
comprehensive dashboards across multiple sites and customers and create alerts based on these 
KPIs.  Image a city wants to know the percentage of devices that were down in 30-day period or 
get an alert when a certain number of devices are down at a given time.   KPIs allow users to 
look at their network from an operational standpoint and not just device level details.   
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Figure 1.7 
 
 
Remote Device Management 
 
Users will not just be able to monitor their devices but will also be able to quickly access these 
devices via EyeOTmonitor’s user interface.  EyeOTmonitor supports Telnet, SSH and HTTPS 
secure access to devices  
 
Alerts and Notifications 
 
EyeOTmonitor has one of the most advanced alerting features.  It allows users build alert scopes 
across multiple customers, maps, vendors and properties and send alerts via text, email, strictly 
to UI or mobile app notifications.  Alerts are based on severity level changes in devices or KPIs 
set by the users.  
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Figure 1.8 
 
 
 
 
Security 
 
On January 12th, 2017 hackers penetrated the Washington D.C. CCTV network and installed a 
ransomware virus affecting 123 out of 187 network video recorders.  Cameras could not record 
video footage for three days leading up to the presidential inauguration day. (Hackers hit D.C. 
police closed-circuit camera network, city officials disclose, 2017) 
 
According to HIS Markit, cybersecurity is a critical concern for vendors in the IoT, smart city and 
physical security space and is high on the agenda at events such as ISC West and other Smart City 
conferences.  HIS Markit wrote that the risks stem from lack of best practices during 
implementation including default password problems, patches, etc.  (Top Video Surveillance 
Trends for 2017, 2017). Cybersecurity is and should be an integral part of these implementations; 
after all, there is a reason why most of the infrastructure is segregated.  Unfortunately, when 
deploying IoT, smart city or physical security networks cybersecurity is not always considered to 
the full extent and a few things tend to be overlooked.  Below are a few common vulnerabilities 
and how EyeOTmonitor helps to prevent them. 
 

a. Most VMSs are MS Windows based and require Windows Updates to be enabled.  Some 
integrators disable Windows Updates.  One particular reason could be that the VMS is 
sitting behind a cellular router with limited bandwidth.  Enabling Windows Updates could 
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increase costs significantly.  Though disabling Windows Updates would reduce bandwidth 
and reduce costs it leaves the customer vulnerable. 

 
EyeOTmonitor identifies Windows patch requirements and makes recommendations for 
update when necessary.  Users can trigger the Windows updates through the application. 

 
b. Most network switches support port security.  Many engineers don’t enable port security 

in their environment.  It’s actually one of the easiest ways to mitigate against threats, 
especially in flat network designs where all ports are on the same VLAN 1. 

 
EyeOTmonitor identifies ports with disabled port security on certain switches and allows 
the users to enable it through the application.  It also identifies flat network designs and 
makes certain recommendations to address broadcasts in the environment. 
 

c. Out-of-Band management is hardly used in  networks as integrators just don’t have enough 
time to implement such architecture. 

 
All devices that support SSH and Telnet can be connected to through EyeOTmonitor 
application, allowing secure connection into the devices over SSL tunnels. 
 

d. Some integrators need access into customer networks and create backdoors such as 
establishing port-forwarding rules on routers.  Though this is an easy way to access remote 
sites it leaves the customers open to attacks. 

 
Any network vulnerabilities such as port-forwarding rules will be flagged by 
EyeOTmonitor.  Also, by having EyeOTmonitor tunnel into these devices securely for 
monitoring and management, port-forwarding will no longer be required. 

 
 
These are just some of the ways EyeOTmonitor mitigates risks on the network and helps protect 
against attacks.  These vulnerabilities and patches are derived from real-world concerns of systems 
integrators.  Any new and potential threats found on vendor hardware or software is added to the 
EyeOTmonitor’s security engine. 
 
Analytics and Product Insights 
 
When a customer calls their support center and tries to explain that they have choppy video in their 
physical security installation the support engineer must start troubleshooting to determine the 
cause of the issue.  This could mean a number of factors that the engineer needs to investigate: 
 

• Network bandwidth problems 
• Server CPU, memory issues 
• Storage IO problems 
• Applications memory leaks 
• Wireless signal issues 
• Client machine problems 
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• Etc. 
 
EyeOTmonitor will learn customer environments over time using deep learning algorithms and 
alerts when anomalies are present in the network.  Engineers will quickly identify and solve 
complex problems without spending significant time on troubleshooting; however, these analytics 
can reduce failures in the first place by providing predictive maintenance capabilities to customers.  
For example:  when the software recognizes unnecessary network spikes in traffic (spikes that 
weren’t there before) the engineering staff will receive an alert to investigate.  EyeOTmonitor 
provides much more than monitoring and management capabilities, it tries to solve complex 
problems pertaining to physical security networks by learning. 
 
Securitysa.com article, ‘The ROI and TCO of surveillance’ writes, “With technology advancing 
rapidly, organizations need to consider the expected lifespan of a surveillance installation and how 
to make sure it gains a return on its investment while management the long-term cost of 
ownership”.  (The ROI and TCO of Surveillance, 2017)   Because EyeOTmonitor is a cloud-based 
application it collects and analyses data from numerous customers it maintains.  By learning about 
multiple customer environments with its deep learning engine it builds product profiles and 
lifespan of certain products, helping determine TCO and ROI of surveillance networks.  This 
technology also helps EyeOTmonitor identify potential product issues before failure, taking into 
account environmental factors such as power spikes, weather conditions, etc.  Please note that 
customer data is never released but used in a way to help multiple customer environments. 
 

Value of EyeOTmonitor 

 
Regulation 
 
Hollywood Casino in Toledo, OH was ordered by the Ohio Casino Control Commission (OCCC) 
to pay the state $30,000 in fines for not having proper video surveillance at a new blackjack table 
that was opened in March of 2013. (Hollywood Casino Toledo to pay $30,000 fine for violations, 
2013).  Stringent CCTV access regulations are imposed in industries such as gaming and 
healthcare and require operational cameras at all times.  Failure to comply with such regulations 
may result in significant fines or even closure.  A proactively monitored environment has a less 
downtime and less risk of being out of compliance. 
 
ROI 
 
On March 9th, 2018 Sydney Airport flights were delayed for over two hours in both domestic and 
international terminals due to a ‘major technical glitch’ involving their CCTV video surveillance 
cameras.  Because the cameras were not functioning, passengers were not able to be checked in.  
This disruption left many passengers angry as they missed their meetings and connecting flights.  
Airlines were forced to reschedule flights for many passengers.  (Sydney Airport hit with major 
delays after a technical failure – is your flight affected, 2018).  As one can imagine, financial losses 
were substantial to both the airport and airlines in the above situation. 
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Most ROI from maintaining a proper IoT, smart city and physical security network is soft or 
indirect; meaning it is derived from less specific outcomes that are sometimes much harder to 
quantify.  In the above airport example, we can quickly determine that the airport and airlines lost 
significant amount of money by not having a properly maintained CCTV network/system, but how 
can we understand the return on investment from maintaining a robust network that is managed 
and monitored by EyeOTmonitor? 
 
Imagine if EyeOTmonitor was in place to monitor and maintain the network; would this even 
happen in the first place since EyeOTmonitor has predictive maintenance capabilities or would the 
problem be resolved quicker since the engineers would be able to quickly identify a problem? 
 
Here are a few examples where having EyeOTmonitor in place and quickly resolving the problem 
would result in indirect monitory value to the customer(s): 
 

• Extra airport security personnel wouldn’t have to be dispatched to control the access 
population at the airport 

• Extra airline staff wouldn’t have to be dispatched to manage people’s flights/connections 
• Any theft occurring during CCTV downtime would be quickly investigated and mitigated 

using the CCTV system 
• Airlines wouldn’t need to put extra planes in service to accommodate stranded passengers 
• Airport personnel wouldn’t have to deal with bad publicity 

 
Different businesses that deploy surveillance networks may have other savings.  Some examples 
include: 
 

• Department store reduces inventory shrinkage by having cameras up and recording on 
consistent bases. 

• Factories will have evidentiary videos to help with industrial accidents lawsuits, 
• Physical and intellectual property theft prevention in business setting environments 

 
Of course, there are some things that you just can’t put a monitory value on when having a properly 
maintained security system.  Here are a few examples: 
 

• Solving a murder investigation by having CCTV identify the suspects quickly before they 
strike again. 

• Locating an active shooter in a building by pulling up surveillance cameras 
• Exonerate a subject from an investigation 

 
These are just some of the values derived from having EyeOTmonitor in place to make to make 
sure that physical security networks are operational.  Neil Cameron from Johnson Controls in 
wrote in securitysa.com that reactive phase needs to be added into SLA agreements in case of 
major breaches or incidents.  Mr. Cameron considers reactive instances being any major 
troubleshooting due to network hacks or downtime. (The ROI and TCO of surveillance, 2017) 
Having EyeOTmonitor in place reduces this phase significantly.  Though avoiding the airport 
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incident in Australia could have resulted in tens of thousands of dollars in savings, in some 
situations you can’t put a price on lost video. 
 

Value of EyeOTmonitor for Integrators 

 
Solutions Manufacturer Risks 
 
According to an IPVM.com article over 67% of integrators believe that large solutions 
manufacturers pose a significant risk to their businesses.  (‘Solution’ Manufacturers Threaten 
Integrators 2016) Few manufacturers these days rely on the mass market to push product and are 
now working more closely with end-users; negating the value of an integrator.  Manufactures try 
to sell more to less by building end-to-end solutions that are tested and proven.  For example, Axis 
might be a leader in surveillance cameras but now offers switches and centralized management 
capabilities to their customers.  Some of these solutions may not necessarily have the best products 
but may work well for a solution provided by the vendor.  Security integrators however, are never 
tied to a single supplier like the manufactures are and may chose better and more suitable products 
for the engagements. 
 
EyeOTmonitor’s deep integration with video management systems (VMSs), networking 
equipment, P2P radios, etc. allows the integrator to remotely manage all of the assets they deploy 
as an end-to-end solution.  For example:  Ubiquiti Networks is mainly known in the security space 
for their cost-effective point-to-point wireless radios.  As of recent, their product lines began to 
offer cameras, network switches, routers and servers; all tightly integrated with their cloud-based 
network management software.  An integrator, on the other hand, may decide that they would 
prefer to only use Ubiquiti’s P2P radios and chose other vendors for switching and camera 
requirements.  EyeOTmonitor would allow for the easy management of components from multiple 
vendors and provide an end-to-end solution similar to the manufacturer, but based on the 
integrator’s decisions in equipment selection 
 
Staffing TCO for Integrators 
 
Another important reason to consider proactive monitoring 
with EyeOTmonitor is the increase in staff productivity levels.  
In their whitepaper on ROI measurements, SolarWinds writes, 
“By reducing the amount of downtime or improving time to 
resolution when problems arise, your IT team will have more 
time to focus on strategic projects that improve performance, 
and reliability while reducing costs”.  They suggest that 
continual use of system management and monitoring tools can reduce network and system 
downtime as much as 65%.  (How Do You Measure the ROI of IT Management and Monitoring?).  
This would clearly allow for more productive use of the engineering support staff, or a reduction 
of the number of support engineers required to support the installed base. 
 

“continual usage of system 
management and 

monitoring tools can reduce 
network downtime as much 

as 65%” 
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Total Cost of Ownership (TCO) 
 

The total cost of ownership is determined by the number of support engineers required to 
staff the support center.  Note: we do not calculate office space, electricity, computer and 
phone spending; only salaries. 
 
TCO = the expected support hours per year (based upon the ratio of engineering hours 
required to maintain uptime levels to the number of system installations) * the hourly rate 
of engineering support. 

 
EyeOTmonitor & TCO offset 

 
The use of EyeOTmonitor increases the ratio of customers/systems to support engineers 
and subsequently, positively affects the TCO. 
 
As discussed previously, proactive monitoring can reduce network downtime by 65%.  In 
the following example, we will use 50% (for simplicity) as a standard for our calculations.   

 
Hypothetical Example: 

 
Phoenix Security has 10 customers with an install base of 2000 surveillance system.  Based 
on past experience, Phoenix Security approximates 200 hours per week of system support 
for the required number of systems.  This equates to 5 fulltime support engineers to rectify 
the various issues.  Each support engineer has a base salary of $45,000 per year with a total 
yearly cost of $225,000. 
 
Phoenix Security is considering EyeOTmonitor to proactively monitor their customer 
networks and would like to calculate how much they can save on support staff salaries if 
EyeOTmonitor is implemented considering a reduction in system downtime by 50% to do 
pro-active monitoring using EyeOTmonitor. 
 

 
TCO before EyeOTmonitor Implementation 

 
5 Employees * $45,000 = $225,000 TCO  

 
 TCO Post EyeOTmonitor Implementation  
 
 2.5 Employees * $45,000 = $112,5000 
 

Total savings of $112,550 per year.   
 
     Figure 1.9 
 
 

The figure above clearly demonstrates that having EyeOTmonitor in place will allow for 
reduction in staff and staff salaries.  
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EyeOTmonitor Services 
 
Adding a certain piece of software to an environment doesn’t always assure performance benefits, 
especially if the software isn’t used to its full potential.  EyeOTmonitor isn’t just a platform but an 
end-to-end solution in itself.  Aside from development teams that are concentrating on vendor 
integration and platform expansion, EyeOTmonitor offers specialized engineering staff to help 
with full network discovery and active monitoring services to its customers. 
 
Network/Systems engineers arrive onsite to help with EyeOTmonitor installations, perform full 
network discoveries and build environments in EyeOTmonitor that helps customers visualize their 
infrastructure.  While conducting network discoveries they may recommend specific architecture 
changes based on industry best practices to mitigate certain risks on the network. 
A full and detailed report is then generated to customers detailing all findings. 
 
Some systems integrators may not necessarily have the engineering support staff to provide 24/7 
network and system monitoring services for their customers.  However, the benefits of providing 
support to customers should not be overlooked.  Besides the obvious income stream that managed 
services offering creates, it also builds a trust relationship with the customer that leads to contract 
renewals, system upgrade requests, etc. 
 
EyeOTmonitor provides multi-tiered support services to the integrators.  Some integrators may 
want EyeOTmonitor to handle all support calls and act as an expended arm of the integrator while 
others would like EyeOTmonitor to play a less significant role and are called to deal with vendor 
issues on the backend.  Whatever the case, EyeOTmonitor is flexible on facilitating proper support 
requirements that meet end-user SLA agreements.  All EyeOTmonitor support staff are VMS, 
Network and Systems certified and are able to quickly resolve any issues that may rise.  The 
following are some of the services that EyeOTmonitor provides to our customers 
 

• 24/7 monitoring services 
• Remote troubleshooting 
• Maintaining support tickets 
• Dispatching services 
• Complex notification procedures 
• 3rd Party vendor support requests 
• Etc. 
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Value of EyeOTmonitor to Manufacturers 

XStream Designs is an outdoor camera system enclosure manufacture for the physical security 
market. (www.xstreamdesigns.com).  These enclosures house mini-PCs for edge video recording 
and analytics, cellular routers/modems for communications and of course cameras.  They also 
provide climate control capabilities to keep temperatures at optimal range inside the units and 
power management through their graphical user interface to allow remote reboots of components.  
EyeOTmonitor provides multiple benefits to 
XStream Designs enclosures: 
 

1. Geographical mapping capabilities to 
display the location of the units. 

2. Ability to remotely monitor various 
environmental conditions of the enclosure 
including temperature and power 
consumption. 

3. Remotely monitor internal 3rd party 
components and perform devices reboot 
inside the unit. 

4. Display 3rd party devices inside the 
enclosure through a topology map and have the ability to control those devices as well. 

5. Manage multiple customers and multiple enclosures through a single user interface 
6. Remote monitoring and troubleshooting capabilities 
7. Gather reliability statistics across all units they sell to multiple customers 

 
Figure 1.9 depicts an XStream camera system enclosure that houses a Cisco switch and an Axis 
camera.  Not only can one see details of the enclosure, but the devices and components inside it.  
EyeOTmonitor not only creates cloud-based management capabilities for device vendors, it also 
shows interoperability between devices on a single graphical interface. 
 

Figure 1.1 
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Figure 1.9 
 
XStream Designs calculated that to develop such technology would require hundreds of thousands 
of dollars and at least two years of development time.  Partnering with EyeOTmonitor allowed 
quick time to market at virtually zero cost.  This allowed XStream Designs to do what they do 
best; build amazing, high quality enclosures. 
 
 

How to Add EyeOTmonitor into the Project Cost 

 
When building out IoT, smart city and physical security networks it is imperative to understand 
the costs associated with the entire lifecycle of a system.  In their whitepaper on TCO ownership 
analysis (Better insight for better business decisions, 2016), Axis breaks down the lifecycle into 
three phases listed below: 
 
Cost of Acquisition   Operating Costs  Decommissioning Cost 
Pre-contract costs   Overhead Costs  Decommissioning costs 
Contract costs    System Operation costs 
Deployment Costs   Maintenance Costs 
System failure costs 
System redesign costs 
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EyeOTmonitor should be included in both direct costs of acquisition as well as operating costs.  
EyeOTmonitor uses a subscription Software-as-a Service (SaaS) model that offsets and reduces 
all operating costs defined by Axis based on initial purchase as defined above. 
 
As an example, we will use Axis’s hypothetical TCO analysis of a 1,500-camera system with a 
ten-year lifespan.  Axis suggests that the total lifecycle cost for the system is $17,000,000 over the 
course of ten years. 
 
They break it down further with the following figures: 
 

1. Total cost of acquisition: $11,400,000. (67%) 
2. Total operating cost: $5,200,000 (31%) 
3. Total decommissioning cost: $300,000 (2%) 

 
Axis breaks down the costs of the physical security installation even further with the chart below.  
Notice that System failure and maintenance amount to 25% of the costs.  This amounts to 
$4,250,000 over the course of 10 years. 
 
Even if EyeOTmonitor would save just 20% of the maintenance and system failure costs for the 
customer this adds up to $850,000 in savings over the course of 10 years or $85,000 in annual 
savings.  EyeOTmonitor service pricing scales based on the network size to offer savings in large 
or small deployments. 
 

 
Figure 2.0 
 

Conclusion 

EyeOTmonitor was founded by engineers with both manufacturing and integration experiences in 
IoT, smart city and physical security space.  We constantly measure our value to our customers 
and strive to make a difference with all system deployments.  We see ourselves not only leaders 
in this space but also students.  We are evolving by communicating with our customers and trying 
to drive the best value to them. 
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EyeOTmonitor’s unique ways to visualize network and system environments comes from industry 
experience.  We want our customers to have a small learning curve, thus making sure that our 
product is extremely intuitive.  EyeOTmonitor implementations are designed to be up and running 
in customer environments in a very short time, usually under one hour. 
 
Our creative approach to IoT, smart city and physical security remote monitoring and management 
achieves amazing ROI for the customer by reducing their TCO.  EyeOTmonitor strives to expand 
the lifecycle of any installation and to reduce downtime where possible.  We want to understand 
the root cause of the issues of devices and the overall network deployment.   We look forward to 
addressing complex problems in the market and appreciate our customers’ comments, suggestions 
and involvement in helping us build the best product. 
 
If you are interested to learn more about EyeOTmonitor please visit our website at 
www.EyeOTmonitor.com. 
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